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Adobe Releases   Out-of-Band Security Patches on there Products  

Dear Constituents,

Adobe have finally released pre-announced out-of-band security updates to patch a total of 82 security 

vulnerabilities across its various products.

Affected Software include the following:

 Adobe Acrobat and Reader 

 Adobe Experience Manager 

 Adobe Experience Manager Forms 

 Adobe Download Manager 

You can view  more from Adobe Security.

Out of 82 security vulnerabilities, 45 are rated critical, and all of them affects Adobe Acrobat and Reader, if 

it's exploited successfully , then could lead to arbitrary code execution in the context of the current user.

Adobe Acrobat and Reader for Microsoft Windows and Apple macOS operating systems has also received 

patches for 23 important-rated vulnerabilities that could lead to information disclosure attacks due to out-of-

bounds read and cross-site scripting issues.

What to do

Users of the affected Adobe software are highly recommended to update their software packages to the latest

versions as soon as possible.

Please note that information may subject to change and for the users to keep track of specific advisories.

Reference

Adobe Security- https://helpx.adobe.com/security.html
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https://thehackernews.com/2019/10/adobe-software-patches.html
https://www.cert.gov.to/?page_id=929


Please for more information you can contact us:

Tonga National CERT
Ministry of MEIDECC
Nuku'alofa
Tel: 2378 (CERT)
email: cert@cert.gov.to
web: www.cert.gov.to

Disclaimer Notice:

The information in this notice is intended solely for public knowledge and awareness, and not intending to 

harm, fright or disturb any person(s), legal entity or the receiver of this information. Under no 

circumstances shall the Ministry of MEIDECC be liable for any indirect, incidental, consequential, special or 

exemplary damages arising out of or in connection with your access or use of or inability to access or use the

information and any third party content and services
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